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Alexandria, VA 22313-1450 

The undersigned, PETER KATSIKAS, declares as follows: 

1. I was CEO and Owner for 10 years of CyberCom, Inc., a system 
integration and Web development firm based in Honolulu, HI. Prior to that, I was employed by 
XenTec Software Engineering for 6 years, working on computer and network systems. I am 
certified as an authorized Technical Service Representative by Microsoft, since 1997. 
Throughout 22 years of my career in this field, I have designed, installed, and maintained 
computer systems and network systems of all types for companies, institutions, and government 
agencies throughout the entire range of enterprise applications, I am also the inventor in the 
present U.S. patent application. I submit this Affidavit in support of the patentability of the 
claims as amended in the current Response to the Office Action in this case. 

Patent ApphcationClaims 

- 1 - 
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2. The invention sought to be patented is defined in main Claims 21, 32, and 
40 which are amended concurrently herewith to read as follows: 

21. A method for eliminating unauthorized email on a network comprising the 

steps of; 

(a) establishing a connection on a network between an email-receiving server and 
an email-sending server, wherein said email-receiving server and email-sending server utilize a 
common email-sending system protocol to send email on the network; 

(b) making accessible to the email-receiving server for each subscribing user an 
authorixed senders hst (ASL list) of email addresses of [ gictorngl usors] senders authorized to 
send email to the user, 

(c) receiving at the email-receiving server, under the common email-sending 
system protocol, a message firom the email-sending server requestmg to send email which is 
addressed to a user deemed to receive email through the email-receiving server and which is 
addressed from a given sender address; 

(d) causing the email-receiving server to check whether the user the intended 
email is addressed to is a user which receives email through the email-receiving server, and, if 
so, then causing the email-receiving server to check whether the sender address of the intended 
email is on the user's ASL list; and 

(e) if the sender address of the intended email is recognized as being on the user's 
ASL hst, causing the email-receiving server under the common email-sending system protocol to 
send a reply message to the email-sending server that the sending of the email to the email- 
receiving server will be accepted, otherwise if the sender address of the intended email is not 
recognized as being on the user's ASL list, causing the email-receiving server to send an error 
message, under the common email-sending system protocol, to the email-sending server [ that th e 
cmail - r e c e i^TDg s e rver wll not aoocpt the sending of th e eBaaa ! R i€Hd fKHamQiI - rQCQiving serv e r] so 
as to prohibit the email-sending server from sending the intended email to the email-receivinp 
server, whereby the sender is unable to send the imwanted email to the user and is deterred from 
sending further email to the user's address indicated to be iii_error_bv the email -receiving server. 
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32, A method for eliininating unauthorized email on a network comprising the 

steps of: 

(a) establishing a connection on a network between an email-receiving server and 
an email-sending server, wherein said email-receiving server and email-sending server utilize a 
connnon email-sending system protocol to send email on the network; 

(b) making accessible to the email-receiving server for each subscribing user an 
authorized senders Hst (ASL list) which identifies email addresses of senders not authorized to 
send email to the user; 

(c) receiving at the email-receiving server, under the common email-sending 
system protocol, a message fi?om the email-sending server requesting to send email which is 
addressed to a user deemed to receive email through the email-receiving server and which is 
addressed from a given sender address; 

(d) causing the email-receiving server to check whether the user the intended 
email is addressed to is a user which receives email through the email-receiving server, and, if 
so, then causing the email-receiving server to check whether the sender address of the intended 
email is on the user*s ASL hst of [ oxtomal uporo] senders not authorized to send email to the 
u$er; and 

(e) if the sender address of the intended email is recognized as being on the user's 
ASL listj causing the email-receiving server under the common email-sending system protocol to 
send a reply message to the email-sending server that the sending of the email to the email- 
receiving server will be accepted, otherwise if the sender address of the intended emaiil is 
recognized as being not authorized on the user's ASL list, causing the email-receiving server to 
send an error message, under the common email-sending system protocol, to the email-sending 

ro e oiving serv e r] so as to prohibit the email-sending server from sending the intended email to 
the email-receiving server, whereby the sender is unable to send the unwanted e mail and is 
deterred from sending fiirther email to the user*s address indicated to be in error bv the email- 
receiving server . 
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40. A system for eliminating unauthorized email on a network comprising: 

(a) first means for establishing a connection on a network between an email- 
receiving server and an email-sending server, wherein said email-receiving server and email- 
sending server utilize a common email-sending system protocol to send email on the network; 

(b) second means for making accessible to the email-receiving server for each 
subscribing user an authorized senders list (ASL hst) for identifying which email addresses of 
[ ext e rnal us e rs] senders are authorized to send email to the user; 

(c) third means for receiving at the email-receiving server, under the common 
email-sending system protocol, a message from the email- sending server requesting to send 
email which is addressed to a user deemed to receive email througji the email-receiving server 
and which is addressed from a given sender address; and 

(d) fourth means for causing the email-receiving server to check whether the user 
the intended email is addressed to is a user which receives email through the email-receiving 
server, and, if so, then causing the email-receiving server to check whether the sender address of 
the intended email is on the user's ASL list as being authorized to send email to the user; 

(e) wherein, if the sender address of the intended email is recognized as being 
authorized on the user's ASL list, said fourth means causing the email-receiving server to send a 
reply message, und^ the common email-sending system protocol, to the email-sendtng server 
that the sending of the email to the email-receiving server will be accqjted, otherwise if the 
sender address of the intended emaLl is not authorized on the user's ASL hst, said fourth means 
causing the email-receiving server to send an error message, under the common email-sending 
system protocol, to the email-sending server [ that the emoil - r e ooiving s e rver will not aoQcpt - the 
sending of the email to th e e mail - r e ceiving s e rver] so as to prohibit the email-sending server 
from sending the intended email to the email-receiving server, whearebv the is unable to send the 
unwanted email and is deterred from sending further email to the user's address indicated to be 
in error bv the email-receiving server . 
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Difference of the Claimed Subject Matter Over the Cited Prior Art 

3. In the present Office Action, the Examiner rejected Claims 21-23, 28-34, 
and 37-40 as unpatentable for obviousness over Hashimoto U.S. Patent 5,931,905, in view of 
Paul U.S. Patent 6,052,709, and Claims 24-27, 35-36 further in view of Lillibiidge U,S. Patent 
6,195,698, The Claims as presented and the AppUcant's argument clearly stated that the unique 
feature of the claimed invention is that the standard email-sending protocol is utilized to enable 
the email-receiving server to reject unauthorized email from a sender who is not on the user's 
Authorized Senders List (ASL). The Examiner cited the Paul patent as teaching that spam 
probes can be used to generate a list of suspected addresses of spammers sending spam email, 
and a standard email-sending protocol (such as MAPI) can be used to identify email sent by a 
suspected spammer and cause the email-receiving server to delete it, 

4. Tiierefore, main Claims 21, 32, and 40 have been amended to specifically 
recite that if the sender address of the intended email is not recognized as an authorized sender 
on the user's ASL list the email-receiving server sends an error message, under the common 
email-sending s ystem protocol- to the email-sending server indicating that email addressed to the 
user will not be accepted at the email-receiving server so as to prohibit sending the intended 
email to the usen wlieT^bv the sender is unable to send the unwanted email and is deterred from 
sending further email to the user's address indicated to be in error bv the email-rece iving server. 

5. The function in the present invention of sending an error message 
indicating that email addressed to the user will not be accented and causing the email to be 
blocked from being sent in the first place, and deterring the spammer from fmther sending email 
to the user's address, is a distmctly different approach and provides an important advantage not 
recognized in the Hashimoto and Paul patents. Both cited references repeatedly state that the 
email is first received, then if it is recognized as being from an unwanted sender, it is eliminated 
before being placed in the user's mailbox (Hashimoto) or from being stored on the receiving 
server (Paul). In contrast, the amended claims define the result in the present invention that the 
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^ail is blocked before it can be sent by the sending server and the spammer is deterred from 
further sp amming to that user by receiving the errpr message indicating that email addressed to 
that user address will not be accepted. 

Evidence of Non-Obviousnes5 

6. I believe that the function of selectively blocking email from a sender not 
on the user's ASL list before it can be sent and also deterring the spammer from further 
spamming by sending an error message under the common email-sending nrotocol was not 
recognized in the industry prior to my invention . The computer industry has long sought a 
capable solution to tlie burgeoning spam problem. At the time of my invention, tlie stale of the 
art in the industry was based on analyzing the header addresses and/or contents of email in order 
to filter out spam, which absolutely requires that the email first be received. Both Hashimoto's 
and Paul's teachings are squarely based on receiving the email first and then comparing the email 
content against its exclusion databases and rules to detemiine further actions. Neither of them 
teaches the radical modification of the receive process to rciect receipt of the email in the first 
place by sending an error message indicating that email addressed to the user will not be 
accepted. The significant advantage of my invention is that by blocking the email from being 
sent, the user enjoys a truly spam-free experience, and the spammer is immediately deterred from 
further spamming to that user. 

7. Perhaps the best proof that the filtering paradigm has been unsuccessful is 
the fact that today we have more spam than ever before. A recognized industry watchdog 
CAUCE lists filtering as a "non-solution", http://www,cauce.org/about/nonsolutions.shtmL To 
the best of my knowledge, there has been no published information that teaches my invention as 
described in the present Specification and specifically shown in Fig, 7b. I believe that my 
^proach of blocking email Gxmi being sent with an error message when not authorized on a 
user's ASL list and deterring further spamming is a vast improvement on the state of the art. 
Other technologies have always either applied filtering rules after the email has been received, as 
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in the case of both Paul and Hashimoto, or applied exclusion rules universally as to all recipients 
on a given server from receiving email from a blacklisted sender. None of the prior apDroaches 
have taught or suggested mv selective exclusion technique of using the common eiYiail-sending 
protocol when a sender address is not authorized on a user's ASL list to send an error message 
telling the sending server that the email will not be accepted. The fact that mv approach has still 
no^mS^shed by anyone else four years after the filing of mv patent application is fiirther 
evidence of the non-obviousness of this invention . 

8. My email blocking, error-message sending system has been installed and 
tested with several ISPs in the U.S., and has been praised for the unique results it achieves. 
These ISP customers have recognized that mv selective exclusion technique using the common 
email-sending protocol is a new approach that is Qualitatively different thaff^g^^pproaches, as 
evidenced in the letters of endorsement as users of the product appended hereto . ( 3 letters ) 

9. I hereby declare that all statements made herein of my own knowledge are 
true and that all statements made on information and belief are believed to be true; and further 
that these statements were made with the knowledge that willful false statements and the like so 
made are punishable by fine or imprisonment, or both, under Section 1001 of Title 1 8 of the 
United States Code, and that such willful false statements may jeopardize the validity of the 
application or any patent issued thereon, 

AFFIANT: PETER KATSIKAS 

Dated: August 9, 2004 

At: __Honolulu, HI 
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Internet and Telecommunication 



Services 



lOQ-ATwrinbridsoDilvc:. PcmjiH9uken.NJ 08110 - 1-S8d-SNif-60D * Fax: 39&'6e2-S641 * vyww.cnlp.n6t * e;3(e^^nip.net 



To whom it may concern: 

As an Internet Sendee Provider, SNiP Internet and Telecommunications* Inc, has observed the 
steady increase in SPAM or junk mail volume over the !asi seven years. Currently, 60 to 80 
percent of ali mail we process falls imo ihc category of unsdlidted commercial c-raail or SPAM. 
We have tried many diffcrenl approaches towards siemming the tide of junk mail including 
custom designed filters and blacklists, global public blacklists, and traditional SPAM filTexing 
based on e-mail message content. WTiile wc experienced some degree of success using those 
approaches, our customers were still receiving unacceptable levels of SPAM, In addition, a 
significant portion of company infrastructure and man-hours had to be devoted to the fighi to 
reduce the flow of SPAM into our tisei's mailboxes. 

The core problem with the methods we used, as well as all other spam solutions wc examined, is 
ihai they are reactive in nature and require that we devote company hardware and man-hours to 
analyze SPAM after it has been received. The fact that we had lo accept the mail, before 
determining whctiier or not it was SPAM, required si^ficani infrastructure, bandwidth, and 
labor. Spammers do not sit still. They are continually moving fix)m network to network, 
registering new domain tiatnes, and altering the format of tfactr messages to get around 
conventional filtering systems. 

In March of 2004 we began using a new anti-spam technology from Titan Key, a Hawaii 
company headed by Perer Kay. We have found that Titan Key is the only product in ihc 
marketplace that allows each and every mail user to control exactly what mail enters ilieir iiibox 
via Titan Ke/s novel use of a **550 no such user" error message. The Titan Key system's use of 
the "550 no such user" error message at the earliest possible stage of the email transaction 
preve^its SPAM from being sent at alL All the SPAM messages are left sitting on the Spammer's 
own server instead on SNiFs servers. The benefit for SNiP is that oiirband\^id£h and setver 
capacity no longer being hijacked by the Spammers because the email is never transferred from 
the Spammer's servw to our mail servers. The benefit for the end user is that they never see 
unwanted mail and there is no cumbersome quarantine folder to check and maintain. 

Our end users have found the product valtmble and a significant improvemeni over previous 
products that any of us have tried. We win continue to use Titan Key's anti-spam technology. 
There is nothing else like it out there. 



August 6, 2004 




Sfoseph J. Giacomelli 
VP Customer Operations 
SNiP lidtcmet & Telecommunications, Inc 
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11 32 etr&hop Street. Suits 7T0 
htonokjtu Hawaii 96S1 3 



August, 4, 2004 

To whom it may conoern: 

As an ISP (Internet Service Piovidcr), Pacific lofojccmiioa Exchange, Inc. (PKI Jiet) has foujad 
ihc spam pfabtcm u> be particularly aciiie in our indusOiy. ISPs are the victims of maay «paai 
attaxiks. We use different anti^spam approaches includizig blacklisting and traditional outsoiirced 
spam filtering based on email content and, none of these E^^proachcs have delivered a satis&ctory 
&o!mion to the problem - our ctistomcr^ are stiD compfaining 3bout geiring unacceptable levels 
of spatiL 

The problem with most spam sohitions is thai they arc reactive and attempt to an^yzc spam after 
ii has been iccesved. This requir&fi significant infiastructure, bandwidth, and continual 
maiAtCDancc due to the ane-\i{iindn$hip nature of the solodon (much like anti-viius tc<;huologic5). 

In May of 2004 we began using anew anti-spam technology from Tita& Key, a Hawaii company 
headed by Peter Kay. We have found Titan Key the only produrt in the markeiplace that aUows 
the cod-user to control email flow lo their mboTL via a novel v$€ of a '550 no stich user" error 
message that is invoked at the evliesi pos$ibIe stage of the email transaction. This approach 
prohibits spam from entering our system, Tho benci5t for us is that our bandwidth is not wasted 
because the email is never received in the first place- The benefit for the end user is that they 
never even see unwanted mail. 

Our Old users have found ihe product vahiable and a significant improvement over previous 
products that cither they or we have tried. Oux users now have control over their email boxes- 
We plon on continuing to use Titan Key's anii-5pam technology. 



Sincerely, 




Stan Knbota, President 

Pacific Information Exchange, Inc 



Phone: C60O> 522-6303 (ort Oehui - FAX; <eO&^ 54©-1 1O0 - Toll Free 1 -aaa-I*AC-JWFO - WWW-Drxi.Com 
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5Augustf 2004 



T« whom It may conceni. 



CREATIVE 



Over ibe past few years» I have noticed the amotim of spam sem to my inbox grow 
from a minor nuisance of 2-5 per day to an average of 200 unsolicited emails per 
<iay. 

We have tried cmti^spam softwaic thai included filccring, then chalJengeftesponse. 
iJ3 jfofcff ifie cecfe ™s always feduced the proWcm. bat it never mily solved it because all of diese 

systems either sw^t tiie ptQl>lem under tht rug, or cieated a banicr lhat dido 't allow 
Hor-ofvh. tti legitimate majl to get thiDug)i (AiiMne eooflimations as an example) , 

JsiephoM 8M 566 66 iB sooner or later, spammeis would find a way aiound tbe technology and once 

again oar Inboxcs started piling iq> widi apam^ (In the end, most of the spam we 
Fax SOA 5^6 ^727 received appeased to come from people in our own net.) 

Finally^ even when the products were working properly^ we still had to mview a 
^spam folder* that contained suspected spam {or suspect addresses). Inevitaiblyf this 
folder contained legitimate email thait wc had to recover and illegitimate e-mail that 
we had to open to fiod out that is was an ad for breast enhancement or perns 
enlaigemenL 

Tn June of 2004, wc began using a new anti-^>am technology from Titan Key, a 
HflwAii wxnpfniy beaded by Petex Kay, The results have been dramatic. 

The weekend before the installation, my wife and I received 630 spam. 630. Since 
Titan Key was enabled, we haven't xoceivcd a single spam- Not one, t cannot tell ycu 
what this means for our productivity. 

And ^no spam* means that we have not bad to jeview any spam taiden because Tiian 
Key's unique use of *S50 no such user'' error message prevents unwanted email &om 
ever reaching our Inbox. 

Overnight, our spam problem went awB(y. Complclcly. 

Titan Key also gives us the option of creating 'koymair addresses that allows us to 
give an address to United Airlines that can only be u&cd by United Airlines. . . 
nobody else can use it, so our mailbox is no loiter a commodity to be bought and 
sold. 

We enjoy a spam-free email experience. Titan Key is sigf^^canUy better Than 
anything else we have tried 

Sincere] 




Charles L. Painter 
Pib$ident 



CP/lg 
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